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1. MPOTOKOI STP

1.1. KpaTkue TeopeTnyeckue cBefeHUs

Ilpobnemsr nemnesoii kongueypayuu. Iletnm, a 3HAYAT, U Tapa-
JenbHBIe MyTH B ToKaibHBIX Ethernet-cetsax (LANS), sBistoTcst mpuyu-
HOW OECKOHEYHOTO JABIKEHUS 110 KPYTY:

— KaJpoB ¢ Heu3BeCTHBIM MocTy MAC-aapecoM Ha3HAUYEHUS;

— IIAPOKOBENIATEIHHBIX KaJIPOB;

— Unicast-kaapoB B ¢a3e HaBogauenus (Flooding).

[lapamiensHple TyTH B 0OJie€ CIOYKHOW TOIIOJIOTHH TPUBOISAT
K HIMPOKOBEIATEILHOMY IITOPMY, MHEPETNONHEHHIO BceX Oy(epHBIX
pecypcoB u ctarHaiuu LANS.

[IpuyrHbI BOHUKHOBEHHUST (PU3UUECKHUX TIETEINb!

— HaMepeHHasl TOMBITKA MMOBBICUTH HAJEKHOCTh CETH 32 CUET W3-
OBITOYHBIX COCMHEHHUIA;

— omnOKa aJJMHHHUCTPATOPA CETH.

L2-metnu mocTaBisIIOT HAMHOTO OOJIbIe mpodieM, dem L3-mermu
MapIIpyTH3aIuy, Tak Kak [P-makeT yHHMYTOXKAaeTCsS poyTepoM IMpH A0C-
TwKeHnu BpemeHu xu3au maketa TTL = 0, a Ethernet-kanp mmpkymnu-
pyeT B CeTH A0 TeX MOp, NMOKa MPUHYAUTENBHO He OYJeT OTKIIOYEHO
MUTaHWE MOCTA WJIM HE BOSHUKHYT HENCIIPAaBHOCTH KaHala.

Hasnauenue STP. Ilpotokon cBsazytomero nepesa STP (Spanning
Tree Protocol, IEEE 802.3D) mo3BosseT MOCTaM OOIIATBECS MEXIY CO-
0011 nporokonbHEIMU Onokamu ganHeix BPDU (Bridge Protocol Data
Units) ¢ rpynmoBeiM MAC-anpecoMm Ha3zHa4YeHHS IS TIPUBEICHUS
LANSs ¢ MHOXECTBEHHBIMHU CBSI3SIMH K JPEBOBUAHON TOIMOJOTHU, HC-
KITIOYArOIIel IUKIbI IBUKEHHUS KaapoB. [IporcxoauT 3To myTeM aBToO-
MaTHYECKOTO JIOTHYECKOro OJIOKHPOBAaHHUS M30BITOUHBIX B JaHHBIA MO-
MEHT IOPTOB Ha KaXKIOM MOCTE.



u Learning. [lorpannyHslii OPT TepsieT CBOIl CTaTyc W CTaHOBUTCS
OOBIYHBIM TIOPTOM CBSA3YIOLIETO JEPEBa B TOM CIIy4ae, €CIH MOIYyYUT
kanp BPDU.

P2P-miopt, OOBIYHO HCIONB3YEMBIN ISl TMONKIIOYEHHUS K APYTUM
MOCTaM, TaKXe crocobeH OvICTpo mepeitn B coctossare Forwarding.
[Ipu pabore RSTP Bce mopTel, GYyHKIMOHUPYIOLINE B MOTHOAYTICKC-
HOM peXHMe, paccMaTpuBaroTcsi Kak moptel P2P, mo Tex mop, moka
He OyIyT nepeKoH(pUTrypUPOBaHBI BPYUHYIO.

1.1.8. Hacmpoiika STP Ha kommymamopax Cisco

HawanpHOe cocTosiHME KOMaHIHOW CTPOKH — TPHBHIETHPOBAH-
ueiii pexum EXEC Cisco IOS. KypcuBom mokazaHbl NepeMEHHBIE.
B xBampatHBIX CKOOKax ONIMOHAIBHBIC aTpUOyTHl. B GurypHsix u 6e3
CKOOOK — 00s13aTeNbHbIe aTpUOYTHI; €CJIM UX HECKOJIBKO U OHU OTJee-
HBI 9YepTOH, TO MPH BBOJE KOMAaH/BI BEIOMPAETCS TOJBKO OAMH U3 HHX.
Uto0bl OTMEHHUTH KOMaHIy, €€ BBOJAT IMOBTOPHO, HO C 1O B Hadale.
B nanHOM mocoOum He y BCeX KOMaHJ yKa3aHbl BCE aTpUOYTHI, IS
mpocMoTpa aTpuOyToB MoONb3yiTech momoripio [0S nmubo pykoBon-
ctBamu Command Reference Guide Ha HyxHOe ycTpoiicTBo Cisco.
Hacrpoiika npotoxomna STP:

— BXOJI B INIO0ANBHBIN PeXUM KOH(UTYpaIUn

configure terminal

— BeIOOp TIpoTOKONIa STP

spaning-tree mode {mst | pvst | rapid-pvst}
Hactpoiika npuoputera BID komMyTaropa, TaliiMepoB:

— BXOJI B INI00aNBHBIN PeXUM KOH(UTYpanun

configure terminal

— HacTpoiika nmpuopurera BID, Taiimepos (y kaxkzoro VLAN cBoe
nepeso STP)

spanning-tree vlan vlan-id [forward-time seconds |
hello-time seconds| max-age seconds |priority priority
| root {primary | secondary} [diameter net-diameter
[hello-time seconds]]]

Hactpoiika Port Cost Ha nnTepdetice:
— BXOJI B INI00ANBHBIN peXUM KOH(UTYpannun
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configure terminal

— BXOJI B pEXXAM KOHPUTYpaIlUi HY>KHOTO HHTepdeiica

interface interface-id

— HacTpoiKa CTOMMOCTH MOpTa

spanning-tree [vlan vlan-id] cost cost
Hacrpoiika Port Priority Ha unrepdetice:

— BXOJI B INIOOAJBHBIN peXUM KOH(MUTYpaLun

configure terminal

— BXOJI B PEXKUM KOH(PUTYpaIlUN HY)KHOTO HHTepdeiica

interface interface-id

— HACTpOMKa MPUOpUTETA TOPTa

spanning-tree [vlan vlan-id] port-priority priority
Hactpoiika PortFast na uatepdeiice:

— BXOJI B INIOOATBHBIN PEKUM KOH(UTYPALIUN

configure terminal

— BXOJl B PEKUM KOH(PHUTYpaluu HyKHOTO HHTep(delica

interface interface-id

— BKiroueHue PortFast

spanning-tree portfast {disable | trunk}

3nmech Disable — oTKITFOUNTH Ha TAHHOM WHTEpQECe;

Trunk — BKJTFOUMTH Ha TPAaHKOBOM MHTepeiice (eciu MopT HE TpaH-
KOBBI, €ro Hy>KHO TIepeBeCTH B cocTosiHUE Access, KoManaoi Switchport
Mode Access).
Hacrpoiika BPDU Filter na unrepdetice PortFast:

— BXOJ B INIOOAJIBHBIN peXXUM KOH(UTYpaun

configure terminal

— BXOJl B pe&KUM KOHPUTypaIiui Hy>KHOTO HHTepdeiica

interface interface-id

— Bximouenne BPDU Filter

spanning-tree bpdufilter {disable | enable}
Hacrpoiika BPDU Guard Ha unatepdeiice PortFast:

— BXOJI B INIOOAJIBHBIN peXUM KOH(MUTYpauu

configure terminal

— BXOJl B PEKMM KOH(HUTYpaluu Hy>KHOTO HHTep(eiica
interface interface-id
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— Bmouenne BPDU Filter

spanning-tree bpduguard {disable | enable}
ITpocMoTp mTapaMeTpoB pabOThI M THITA UCIIOJB3yeMOro mpotokona STP:

show spanning-tree [summary | detail | vlan vlan-id]

1.2. llabopatopHas paboTa «[poTokon STP»

1.2.1. STP-depeso «no yMon4aHUK»

Cobepute nokazanHyto Ha puc. 1.10 TONOJIOrHI0, COSTUHHUB Pa3b-
eMbl Ha MaTy-llaHenu mnaTykopaamMu Ttumna Straight-Touch cormacHo
puc. 1.11.

OTMeTUM, 9TO IO YMOTYAHHIO:

— BID Priority Bcex KOMMYTaTOpOB YCTaHOBJIEHO B 3HaueHue 32 768;

— Bce nopthl HaxogsaTest B VLAN 1;

— Ha koMMyTaropax 3amyuieH PVST, 1.e. Bridge Priority = Bridge
Priority + VLAN, B namewm ciryyae 32 768 + 1 =32 769.

e >
% 192.168.200.1/24

. Fa0/2
Root Bridge Designated Port
MAC address Gi 0/1 61 0/2 MAC address
0019.3096.eb80 Designated Port Root Port 001c.b1de.6000
Gio/1
Designated Port Designated Port Designated Port
Fa0/3 Fa0/1 )
Alternative Port Alternative Port SIOS{J';O”

MAC address
04fe.7f86.7980

cloe cor MAC address
Root Port Designated Port 04fe.72b.e680
Designated Port

PC 1
192.168.200.2/24

Puc. 1.10. HauanpHas Tomoaorus
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Puc. 1.11. CoenuneHuns Ha KOMMYTAITMOHHOM TI0JIE

[IpoBenuTe HaYaNbHYIO0 KOHPHUTYPALUIO KOMMYTaTopoB. s goc-
TyHa K KOMMYyTaTopaM HCIOJIb3YHTEe TEPMUHAIBHBIN CcepBep:
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— s mocryna k swl.lab 3amycrure telnet 192.168.125.2 2003;

— s moctyna K sw2.lab 3amycture telnet 192.168.125.2 2004;

— i moctyma k sw3.lab 3amycrure telnet 192.168.125.2 2005;

— i moctyna k sw4.lab 3amycture telnet 192.168.125.2 2006.

* Nms student, mapoms student.

Ecnu xomMMmyTaTtopsl He HacTpaumBalINCh paHEE, BBIIOJHUTE Ha-
YaJlbHYI0 KOH(pUrypaiuo kommytatopoB (Mmst ycrpoiictsa, mudposa-
HUe maposiel, noruH (student) u maposis gocryna (student) Ha TepMu-
HaJbHBIC U KOHCOJILHBIC JIMHUK JOCTyNa, OaHHEp HA BXOJ), BBHITIOJIHUATE
MIPUBEJCHHYIO HUXE IMOCIIEIOBATEILHOCT, KOMAH]T ISl KaXKJIOTO KOM-
MyTaTopa u3 npusuierupoBaHHoro pexxuma EXEC Cisco 10S (mensis
UMSI KOMMYTaTopa):

conf t

hostname swl.lab

service password-encryption

username student privilege 15 secret 0 student

no ip domain-lookup

banner motd “C
swl.lab

PERM, Russia,
Network technology lab. IT department. PSTU

Warning: Authorized access only!!!

Disconnect IMMEDIATELY if you are not an authorized
person!!!

Contact information:

web http://wrls.ru

email support@wrls.ru

tel +7(342)220-63-85

e

line con 0
login local
line vty 0 4
login local
line vty 5 15
login local
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Y6enumMcs B NpaBUIBHOCTH TPWBEAEHHBIX Ha puc. 1.5 craryce
Y COCTOSIHAY TTIOPTOB KOMMYTAaTOPOB COTJIACHO pa3fl. 1 TocoOust, UCTIONb-
3ys BbIBOA KoMaHn Show Spanning-Tree VLAN 1 u Show Spanning-
Tree Detail. CocTossHUEe KOMMYTATOPOB Oy/1eT BBITJIAETH TaK:

Swl:
swl.lab#show spanning-tree detail

VLANO000l1 is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 0019.3096.eb80

Configured hello time 2, max age 20, forward delay 15

We are the root of the spanning tree (3mechr m npasee
LBETOM BHOEJIEHH BaXHBE 9SJIEMEHTH, K HEKOTOPEM OyIyT IaHH
MOSACHEHUA)

Topology change flag not set, detected flag not set

Number of topology changes 20 last change occurred
00:04:47 ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

* 3DTOT KOMMYyTaTOp CTajl KopHeBuM (Root Bridge nns
VLAN 1).

Port 1 (FastEthernet0/1) of VLAN000l is forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.1.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has priority 32769, address
0019.3096.€b80

Designated port id is 128.1, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 5

Link type is point-to-point by default

BPDU: sent 627, received 1981

* Path Cost mna sToro nopra = 19, Port Priority =
= 128, PID = 128.1.
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Port 3 (FastEthernet0/3) of VLANO00Ol is forwarding

Port path cost 19, Port priority 128, Port Identifier
128.3.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has ©priority 32769, address
0019.3096.eb80

Designated port id is 128.3, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 3

Link type is point-to-point by default

BPDU: sent 179, received 1149

* Path Cost mns sToro nopra = 19, Port Priority =
= 128, PID = 128.3.

Port 25 (GigabitEthernet0/1) of VLAN0001l is for-
warding

Port path cost 4, Port priority 128, Port Identi-
fier 128.25.

Designated root has priority 32769, address
0019.3096.€eb80

Designated bridge has priority 32769, address
0019.3096.eb80

Designated port id is 128.25, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 3

Link type is point-to-point by default

BPDU: sent 169, received 2454

* Path Cost mns sToro nopra = 4, Port Priority =
= 128, PID = 128.25.

swl.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 0019.3096.eb80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Gio/1 Desg FWD 4 128.25 P2p

* Role - poym nopTtoB Ha koMmmyTaTtope Swl.lab.

Sw2:
sw2.lab#show spanning-tree detail

VLANO0001l is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 00lc.blde.6000

Configured hello time 2, max age 20, forward delay 15

Current root has priority 32769, address
0019.3096.eb80

Root port is 26 (GigabitEthernet0/2), cost of root
path is 4

Topology change flag not set, detected flag not set

Number of topology changes 24 last change occurred
00:04:59 ago

from GigabitEthernet0/1

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

* JHpopmMaumsa O TOM, UYTO KOpPHeBOM Swl, RPC = 4 or
Sw2 k Swl.

Port 2 (FastEthernet0/2) of VLANO000l is forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.2.

Designated root has priority 32769, address
0019.3096.€b80

Designated bridge has priority 32769, address
00lc.blde.6000

Designated port id is 128.2, designated path cost 4

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default
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BPDU: sent 396, received 0
Port 25 (GigabitEthernet0/1) of VLAN0O00l is for-

warding

Port path cost 4, Port priority 128, Port Identi-

fier 128.25.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has priority 32769, address

001lc.blde.6000

Designated port id is 128.25, designated path cost 4
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 755, received 2008

Port 26 (GigabitEthernet0/2) of VLAN0O001 is for-

warding

Port path cost 4, Port priority 128, Port Identi-

fier 128.26.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has priority 32769, address

0019.3096.eb80
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Designated port id is 128.25, designated path cost 0
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 2699, received 177

Sw2.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 4

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00lc.blde.6000

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300



Interface Role Sts Cost Prio.Nbr Type

Fa0/2 Desg FWD 19 128.2 P2p
Gio/1 Desg FWD 4 128.25 P2p
Gi0/2 Root FWD 4 128.26 P2p

Sw3:
sw3.lab#fshow spanning-tree detail

VLANO0001l is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 04fe.7f2b.e680

Configured hello time 2, max age 20, forward delay 15

Current root has priority 32769, address
0019.3096.eb80

Root port is 26 (GigabitEthernet0/2), cost of root
path is 12

Topology change flag not set, detected flag not set

Number of topology changes 42 last change occurred
00:04:28 ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification 0,
aging 300

Port 1 (FastEthernet0/1) of VLAN000l is alternate
blocking

Port path cost 19, Port priority 128, Port Identi-
fier 128.1.

Designated root has priority 32769, address
0019.3096.€b80

Designated bridge has priority 32769, address
0019.3096.€b80

Designated port id is 128.1, designated path cost 0

Timers: message age 1, forward delay 0, hold 0

Number of transitions to forwarding state: 4

Link type is point-to-point by default

BPDU: sent 2488, received 933

Port 2 (FastEthernet0/2) of VLAN0001 is designated
forwarding
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Port path cost 19, Port priority 128, Port Identi-

fier 128.2.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has priority 32769, address

04fe.7f2b.e680

Designated port id is 128.2, designated path cost 12
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 380, received 0

Port 3 (FastEthernet0/3) of VLANOOOl is alternate

blocking

Port path cost 19, Port priority 128, Port Identi-
fier 128.3.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has priority 32769, address

0019.3096.eb80

Designated port id is 128.3, designated path cost 0
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 3

Link type is point-to-point by default

BPDU: sent 1149, received 170

Port 26 (GigabitEthernet0/2) of VLAN0O00l is root

forwarding

Port path cost 4, Port priority 128, Port Identi-

fier 128.26.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has ©priority 32769, address

04fe.7£86.7980
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Designated port id is 128.26, designated path cost 8
Timers: message age 4, forward delay 0, hold 0
Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 993, received 1758

Sw3.lab#show spanning-tree vlan 1



VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 12

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7f2b.e680

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Gio/2 Root FWD 4 128.26 P2p

Sw4 :

sw4 . lab#fshow spanning-tree detail

VLAN0001l is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 04fe.7£86.7980

Configured hello time 2, max age 20, forward delay 15

Current root has priority 32769, address
0019.3096.€b80

Root port 1s 25 (GigabitEthernet0/1), cost of root
path is 8

Topology change flag not set, detected flag not set

Number of topology changes 18 last change occurred
00:04:12 ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

Port 25 (GigabitEthernet0/1) of VLAN0O00O1l is root
forwarding
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Port path cost 4, Port priority 128, Port Identi-

fier 128.25.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has priority 32769, address

001lc.blde.6000

Designated port id is 128.25, designated path cost 4
Timers: message age 3, forward delay 0, hold 0
Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 2008, received 730

Port 26 (GigabitEthernet0/2) of VLAN000l is desig-

nated forwarding

Port path cost 4, Port priority 128, Port Identi-

fier 128.26.

Designated root has priority 32769, address

0019.3096.eb80

Designated bridge has priority 32769, address

04fe.7£86.7980
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Designated port id is 128.26, designated path cost 8
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 1750, received 993

sw4 . lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 8

Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7£86.7980

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300



Interface Role Sts Cost Prio.Nbr

Type
Gio/1 Root FWD 4 128.25 P2p
Gio/2 Desg FWD 4 128.26 P2p

1.2.2. U3MeHeHUe Mecma NOJI0XeHUs! KOPHS

M3MeHnM MecTO NOJOXEHHs KOPHEBOTO KOMMYyTaTopa IyTeM
yMeHblIeHus nons npuoputera B BID. Hanpumep, uto6s1 Root Bridge

ctan Sw2 (puc. 1.12), nzmenum ero npuopuret B BID.

Fa0/2
Designated Port

Root Bridge

MAC address
0019.3096.eb80

Gio/1 Gi0/2

Root Port Designated Port

MAC address
001c.b1lde.6000

Gi0/1

Designated Port Designated Port

Designated Port

Fa 0/3
Alternate Blocking Port

Fa0/1

Alternate Blocking Port Gio/1

Root Port
i Gi0/2

MAC address Gi 0/2 i0/

MAC address
04fe.7f86.7980

04fe.7f2b.e680

Root Port Designated Port

Designated Port

PC 1
192.168.200.2/24

Puc. 1.12. CmeHa kopHEBOTO MOCTa

Hactpotite npuoputet 4096 Ha Sw2:
Sw2:

sw2.lab#configure terminal
sw2.lab(config) # spanning-tree vlan 1 priority 4096

B pesynbrare BeiBox komaHel Show Spanning-Tree VLAN 1 Ha xoM-
MyTaTopax:
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Swl:
swl.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 4

Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Gio/1 Root FWD 4 128.25 P2p

*/ubopMaumrsa o TOM, KaKOM ceMuac HOBHEM Root Bridge.

Sw2:
sw2.lab#show spanning-tree vlan 1
18wld: %SYS-5-CONFIG I: Configured from console by

console
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VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 4097 (priority 4096 sys-id-ext 1)
Address 001lc.blde.6000

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Desg FWD 19 128.2 P2p
Gio/1 Desg FWD 4 128.25 P2p
Gio/2 Desg FWD 4 128.26 P2p



Sw3:
sw3.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee
Root ID Priority 32769

Address 0019.3096.eb80

Cost 12

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 04fe.7f2b.e680

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Role Sts Cost
Fa0/1 Altn BLK 19
Fa0/2 Desg FWD 19
Fa0/3 Altn BLK 19
Gi0/2 Root FWD 4

Swé :

sw4 . lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee
Root ID Priority 4097

Address 001c.blde.6000

Cost 4

Port 25 (GigabitEthernet0/1)

Prio.Nbr
128.1
128.2
128.3

128.26

Type
P2p
P2p
P2p
P2p

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 04fe.7£86.7980

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Role Sts Cost
Gio/1 Root FWD 4
Gi0/2 Desg FWD 4

Prio.Nbr

128.25
128.26

Type

P2p
P2p
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Hanee 3anyctum tcpdump Ha PC1 uau PC2. B BbIBOJ€E YTHIIU-
ThI OyayT BuaHbI Kagpsl BPDU STP.

1.2.3. dunbmpauust BPDU

Teneps 3anpeTuM KOMMYTATOpPaM OTHPABIAATH Kaapsl BPDU
STP B nopThI, K KOTOPBIM NOAKJII0YeHbI KOMIIBIOTEPHI.

Hactpoum PortFast u BPDU Filter » BPDU Guard na unrep-
(peiice Fa0/2 na xommyTaTopax Sw2 u Sw3:

Sw2 :

sw2.lab #conf t

sw2.lab (config)#interface fastEthernet 0/2

sw2.lab (config-if)#spanning-tree portfast

sw2.lab (config-if)#spanning-tree bpdugfilter enable

sw2.lab (config-if)#spanning-tree bpduguard enable

sw2.lab (config-if)#exit

Sw3:

sw3.lab #conf t

sw3.lab (config)#interface fastEthernet 0/2
sw3.lab (config-if)#spanning-tree portfast

sw3.lab (config-if) #spanning-tree bpdugfilter enable
sw3.lab (config-if)#spanning-tree bpduguard enable
sw3.lab (config-if)#exit

Tenepsb BbiBOX tcpdump He OyzeT MOKa3bIBaTh MEPeXBaYCHHbIC KaJl-
pet BPDU STP. Teneps Bmecto PC11 monkmrounTe KOMMYTaToOp 5 yIpas-
JSTFOIIEH CeTH K KoMMyTaTopy Sw3 Ha 2 MuH. B xoHCOMM Sw3 Oyner BbI-
BezieHO coodieHue o ToM, yro BPDU Guard 3a6nokupyer nmopt Fa0/2:

—18wld: %LINEPROTO-5-UPDOWN: Line protocol on Inter-
face FastEthernet0/2, changed state to down

—18wld: %LINK-3-UPDOWN: Interface FastEthernet0/2, changed
state to down

—18wld: %SPANTREE-2-BLOCK _BPDUGUARD: Received BPDU
on port FastEthernet0/2 with BPDU Guard enabled. Disabling port

—18wld: %PM-4-ERR_DISABLE: bpduguard error detected on
Fa0/2, putting Fa0/2 in err-disable state
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Hanee moaxmounte PC1 oOpaTHO U BRIBEAETE MOPT U3 ITOTO CO-
CTOSTHUS, BKIIOUMB M BBIKJIIIOUMB €T0 (IJI HACTPOWKH BBIXOJIA TOpPTA
ABTOMATHYECKH W3 ATOTO COCTOsSHUA depe3 120 ¢ BBeauTe B TII00ah-
HOM pexxume KoHburyparmy komaaay Errdisable Recovery Interval 40):

Sw2:

sw2#conf t

sw2 (config) #interface FastEthernet 0/2

sw2 (config-if) #shutdown

sw2# (config-if) #no shutdown

1.2.4. U3MeHeHUe Mecma KOPHe8020 hopma

CMeHuM poJu Ha MmopTax KomMmyTaropa Swl, JaHHbIE W3MEHEHUs
Kacarorcs Toabko Swl (puc. 1.13).

@ PC 2

3 192.168.200.1/24

Fa 0/2

Root Bridge | pesignated Port

Alternate Blocking Port
Gi0/1

MAC address Gi0/2

0019.3096.eb80

MAC address
001c.b1de.6000

Designated Port

Gi0/1

Alternate Blocking Port Designated Port

Root Port

Fa0/3
Designated Port

Fa0/1
Designated Port Gi0/1
Root Port
i Gio/2
MAC address Gi 0/2 i0/!

04fe.7f86.7980

MAC address
04fe.7f2b.e680

Root Port Designated Port

Designated Port

PC 1
192.168.200.2/24

Puc. 1.13. 3mMeHeHue MecTa pa3MelieHusi KOpHEBOTO MopTa
Ha KoMMyTartope Swl

I[J'[fl 9TOTr0 HA KOMMYTATOpE SWI YBEJIHUYUM CTOMMOCTD MOopTa
Ge0/1 ¢ 4 1a 100:

Swl:

swl#conf t
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swl (config) #int GigabitEthernet 0/1
swl (config-if) #spanning-tree cost 100

OTO0 mpHUBENET K TOMY, YTO MyTh OT SW1 K KOpHIO Sw2 OyneT Ko-

poue gepe3 Sw3.

BeiBoa komanasl Show Spanning-Tree VLAN 1 na Swl:
swl.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 27

Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root FWD 19 128.1 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Gio/1 Altn BLK 100 128.25 P2p

*CrToMMOCTh nopTa Gi0/1 Ha Swl.lab Tenepr pasua 100.

1.2.5. U3meHeHue ponu nopmoe

Tenepb cmenuM Ha kommyrtatope Swl poab Fa0/1 na Altn,

a Fa0/3 na Root (puc. 1.14).

Jasi 3roro Ha kommyratope Sw3 3amenum Port Priority

Ha nopty Fa 0/3 ¢ 128 na 16:
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Sw3:

sw3.lab#tconf t

sw3.lab(config) #int FastEthernet 0/3
sw3.lab(config-if) #spanning-tree port-priority 16
BeiBog komanx Show Spanning-Tree VLAN 1 na Swl:
swl.lab#show spanning-tree vlan 1



Q PC 2
\& 192.168.200.1/24

Fa0/2
Designated Port

Root Bridge
Alternate Blocking Port Gio/2
Gi0/1 10/

MAC address
0019.3096.eb80

MAC address
001c.b1de.6000

Designated Port

Gi0/1
Designated Port

Fa0/3

Root Port Alternate Blocking Port

Fa0/3
Designated Port

Fa0/1
Designated Port Gi 0/1
Root Port

MAC address Gi0/2 Gi0/2

04fe.7f86.7980

MAC address
04fe.7f2b.e680

Root Port Designated Port

Designated Port

PC 1
192.168.200.2/24

Puc. 1.14. Cmena poneit nopros FastEthernet Ha Swl

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 27

Port 3 (FastEthernet0/3)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/3 Root LRN 19 128.3 P2p
Gio/1 Altn BLK 100 128.25 P2p

*Posi MNOPTOB CMEHMIIMUCE .
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BreBon komana Show spanning-tree VLAN 1 u Show Spanning-
Tree Detail na Sw3:
sw3.lab#show spanning-tree detail

VLANO000l1 is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 04fe.7f£2b.e680

Configured hello time 2, max age 20, forward delay 15

Current root has priority 4097, address 00lc.blde.6000

Root port is 26 (GigabitEthernet0/2), cost of root
path is 8

Topology change flag set, detected flag not set

Number of topology changes 50 last change occurred
00:00:04 ago

from FastEthernet0/3

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 15

Port 1 (FastEthernet0/1) of VLAN0001l is designated
forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.1.

Designated root has priority 4097, address
00lc.blde.6000

Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 128.1, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 7

Link type is point-to-point by default

BPDU: sent 2551, received 1739

Port 2 (FastEthernet0/2) of VLAN0001l is designated
forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.2.

Designated root has priority 4097, address
00lc.blde.6000
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Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 128.2, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

The port is in the portfast mode

Link type is point-to-point by default

Bpdu guard is enabled

Bpdu filter is enabled

BPDU: sent 0, received 0

*[lopT B pexmMe PortFast. BPDU-Guard u Filter BKJIOUEHH.

Port 3 (FastEthernet0/3) of VLAN0001 is designated
forwarding

Port path cost 19, Port priority 16, Port Identi-
fier 16.3.

Designated root has priority 4097, address
001lc.blde.6000

Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 16.3, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 4

Link type is point-to-point by default

BPDU: sent 1212, received 1197

*[lpyopuTeT nopra Tenepb 16 BMecTO 128.

Port 26 (GigabitEthernet0/2) of VLAN000Ol is root
forwarding

Port path cost 4, Port priority 128, Port Identi-
fier 128.26.

Designated root has priority 4097, address
001lc.blde.6000

Designated bridge has ©priority 32769, address
04fe.7£86.7980

Designated port id is 128.26, designated path cost 4

Timers: message age 3, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 1002, received 2851

sw3.lab#show spanning-tree vlan 1
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VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 4097
Address 001lc.blde.6000
Cost 8

Port 26

(GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769

Address 04fe.7f2b.e680
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

In

terface
Fa0/1
Fa0/2
Fa0/3
Gio/2

Role Sts
Desg FWD
Desg FWD
Desg FWD
Root FWD

Cost Prio.Nbr

19 128.1
19 128.2
19 16.3
4 128.26

(priority 32768 sys-id-ext 1)

Type
P2p
P2p Edge
P2p
P2p

1.2.6. KoppekmHoe soccmaHoenieHue ucxodHoll KOHghuzypayuu

Heo0xoqumo coxXpaHuTh Bamly KOH(HMIYpalHIO HA BCeX YCT-
poiicTtBax. JIJ1sl 3TOro BHINOJHUM KOMAH/bI

Swl
Sw2
Sw3
Sw4é

. lab#copy
. lab#copy
. lab#copy
. lab#copy

running-config
running-config
running-config
running-config

startup-config
startup-config
startup-config
startup-config

3adaHus dns camocmosimenbHoOU pabomai

1. Cnenaiite KOMMyTaTop Sw4 KOPHEBBIM MOCTOM.
2. Mo oxoHuaHuu paboT corpure cBO KoHpuryparmio (Erase
Startup-Config) u nepesarpysure obopynoanue (Reload) ¢ momorrsio
nabopaHTa.
3. JInst CTYICHTOB CHEIMANILHOCTEH, He paboTaroIIuX ¢ 000pya0-
BaHHUEM, BBITIOJHUTh U OPOPMHUTH JIAOOPATOPHYIO paObOTy COIJIACHO 3a-
JIAHWIO TIPETIOIaBaTelIsl.
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Bonpocbi dnsi camonpoeepKu

. Uto Takoe cerMeHT ceTn?

. Uro o3nauaer Blocked Port?

. Uto o3nauaet Designated Port?

. Uto o3nauaeT Root Port?

. I3 gero coctout BID?

. I3 gero coctout PID?

. Kak onpenensercs 3HaueHue CTOMMOCTH ITyTH?
. DT1ansl HayalbHOU cxoaumoct STP?

0 3 N LN AW~

9. CKOJbKO Ha3HaYEHHBIX TOPTOB UMeETCs B ceTH Ha puc. 1.15?

10. CkoIBbKO KOpPHEBBIX IOPTOB UMEETCA B CETH Ha puc. 1.15?

11. Kakoif MOCT uMeeT cTaTyc KOPHEBOI'O MOCTA MPH TOM, 4TO OC-
TaJbHBIE TapaMeTphl OyAyT paBHbI?

MAC address MAC address
0000.1010.AAAA 0000.1010.BBBB
100 100
MK Fa 0/0 Fa0/1 MK
Fa0/1 Fa 0/0
Fa 0/1
Fa 0/0
100 Fa0/1 Fa 0/0 100
MK MK
MAC address MAC address
0000.1010.CCCC 0000.1010.DDDD

Puc. 1.15. IIpumep ceTH, COCTOSIIEH U3 YETHIPEX KOMMYTAaTOPOB
u 400 cranuuii

12. CxonpKo OJIOKHPOBAaHHBIX TOPTOB UMEETCs B CeTH Ha puc. 1.157
13. KakoBo Bpems cxogumoctu STP?
14. Kakum 00pa3oM BBIUMCIISAETCS 3HaUEHHE KOPHEBOM CTOMMOCTH?
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15. B mporecce padots! anropurMa mpotokosna STP xaxasrid mopt
YCTPOHCTBA cOXpaHseT Jydmiee u3 coobmenuit BPDU, momyueHHBIX
yepe3 HEKOTOPhIA NopT. 110 KakuM KpUTEpHUsIM OLEHUBAETCS MOJy4EH-
Has uHpopManus?

Cnucok numepamypbi no 2naee 1
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