Spanning tree protocol
IMopsinok BhINoIHeHHsA padoThl Ha IMyasaTope GNS3
B maGopatopHoii pabore Oymer wHcIoyb3oBaTbcss kommyrtaTop 3 ypoBHs (L3
switch).
Hanneiii L3 switch mbr monmyumM ¢ momoripio CiSCO mapmpyTtu3atopa €3640 u
EtherSwitch momys.

Jlns Hayana cobepém TOIMOJIOTUIO U3 4 KOMMYTAaTOPOB:

ESWi ESW2

Puc. 1 — Tononorus cetu.

N nns toro uro6wr mpotokon STP pabGoran, HaM HY)KHO BBITIOJHUTH 0a30BYIO
KOH(UTYpaIHo KOMMYTaTOPOB.
CkoH(purypupyem nopTsl KOMMYTAaTOPOB Ha MMPUMEPE MIEPBOTO:
3amyckaeM, 3aXOIUM 4Yepe3 KOHCOJIb, BXOIAMM B MPHUBUJICTUPOBAHHBIA PEXKUM
KoMmaHjoi enable, n HaunHaem koH(urypamuto komanmou configurate terminal,
cokpaiieHHo conf t.
Ha npumepe xommyraTopa ESW1:

- interface range FastEthernet 0/1 - 3 — BeiOupaem untepdeiicel FastEthernet ¢

1mo 3;

- no shutdown — Bkitowaem uHTEPEICH;



- exit — BbIXox U3 pexrmMa KOHPUTypauu nHTephencos;
- do write — coxpaHeHHe TeKylIel KOHPUTYpaIu.

Taxum o6pa3om ObLIH HacTpoeHbl mopThl FastEthernet ¢ 1 mo 3.

ESk1#enable

ESWl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ESW1{config)#interface range FastEthernet®/1 - 3
ESW1{config-if-range)#no shutdown

ESW1{config-if-range)#exit

ESW1{config)#do write

Building configuration...

[OK]

ESW1{config)#exit

ESk1#

*Mar 1 80:82:81.155: %5YS5-5-CONFIG_I: Configured from console by console

Eswi#l v

Puc. 2 — Kounduryparust uaTepdericoB nepBoro KOMMyTaTopa.

AHaNIOTrMYHO KOH(PUTYpUPYEM OCTaJbHbIE 3 KOMMYyTaTOpAa.

ANNOTI

[
3aHy0TI/IM BCHO CCTh Cpa3y CCThb, HAKAB Ha ITaHCJIN YIIPABJICHUSA
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[Tocne BpeMeHH KOHBEPTEeHIMH (CXOJIMMOCTH) MOJYUYUM CIEAYIONIYIO TOMOJIOTHIO

ceru (puc. 2.1)



ROOT
ESW1 ESW2

Fa0/2
ESW4 ESW3

Puc. 2.1. — Tonosnorus cetu nocne 3amycka STP.

Fa0/1

YroObl onpeicTUTh KOPHEBOHM CBHY, MUIIIEM B KOHCOIM enable, Takum 00pa3oM MbI
HepeluId B pacIIMpeHHBId peXxuM, 3areM mumiem ShOw spanning-tree, Ha dro
NoJIy4aeM CBOJIKY JTaHHOTO KommyTtaropa. MHrtepdeiic mopToB, UX CTOMMOCTb,
npuoputeT, craryc pabotel (FWD — mepenaua), a Takke, 4To XapaKTEpHO IS
KOPHEBOIO KOMMYyTaTopa — Bce MNOpThl Ha3zHaueHbl (Desg), Takxke wumeercs

Haamuck: This bridge is the root.



BB ESW1 - O
ESWl#enable
ESWl#show spanning-tree brief
VLANL
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address ccBl.7dlc.Beea
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address ccBl.7dlc.Beea
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Aging Time 388
Interface Designated
MName Port ID Prio Cost 5ts Cost Bridge ID Port ID
FastEthernet8/1 128.2 128 19 FuWD B 32768 ccBl.7dlc.@@ee 128.2
FastEthernet@,/2 128.3 128 19 FuWD B 32768 cc@l.7dlc.@@00 128.3
FastEthernet8/3 128.4 128 19 FuWD B 32768 ccBl.7dlc.@B@ee 128.4
ESW1#
Puc. 3 — STP nepBoro kommyTtaropa.
£ ESW2 - O
ESW2#enable
ESW2#show spanning-tree brief
VLANL
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address ccll.7dlc.eeea
Cost 19
Port 3 (FastEthernet8/2)
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address cch2.7d2d.eeea
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Aging Time 388
Interface Designated
MName Port ID Prio Cost 5ts Cost Bridge ID Port ID
FastEthernet@/1 128.2 128 19 FuWD 19 32768 ccB2.7d2d.eeee 128.2
FastEthernet@,/2 128.3 128 19 FuWD B 32768 ccBl.7dlc.peee 128.2
FastEthernet@/3 128.4 128 19 FWD 19 32768 ccB2.7d2d.0eee 128.4
ESW2#

Puc. 4 — STP Broporo kommyTaTopa.




EP ESW3 — O
ESW3#enable
ESW3#show spanning-tree brief
WLANI
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address ccBl.7d1c.00088
Cost 19
Port 4 (FastEthernetB/3)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address ccB3.7d3c.eees
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 388
Interface Designated
MName Port ID Prio Cost 5ts Cost Bridge ID Port ID
FastEthernet@/1 128.2 128 19 FuD 19 32768 ccB3.7d3c.ee8e 128.2
FastEthernet@/2 128.3 128 19 BLK 19 32768 ccB2.7d2d.ee8e 128.2
FastEthernet@/3 128.4 128 19 FuWD 8 32768 ccBl.7dlc.eees 128.4
ESW34#
Puc. 5 — STP tpeThero kommyraTopa.
EP ESW4 - O
ESWd#enable
ESWA#show spanning-tree brief
WVLANL
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address ccBl.7d1lc.bBBa
Cost 19
Port 2 (FastEthernetB/1)
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address ccBd . 7ddb . oaaa
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Aging Time 388
Interface Designated
MName Port ID Prio Cost 5ts Cost Bridge ID Port ID
FastEthernet@/1 128.2 128 19 FWD @ 32768 cc@l.7dlc.eee8 128.3
FastEthernetB/2 128.3 128 19 BLK 19 32768 ccB3.7d3c.eees 128.2
FastEthernetB/3 128.4 128 19 BLK 19 32768 ccB2.7d2d.0008 128.4
ESWa#

Puc. 6 — STP uerBépToro koMmmyTaTopa.




Teneps Hy)HO yOEOHWTHCS, YTO MPOTOKOJ JIEHCTBUTENBHO padOTaeT, Uil 3TOTO
HYXXHO 000pBath coenuHenue. [loutn onHoBpeMeHHO 000opBeM coenuHenune Fal/l
u Fal0/3 y xopHeBoro kommyratopa. /s 3T0 B peXuUME TIJI0O0ATLHOM
koHpurypamuu conf t, 3aiiném ma wmHTepdeiic Fal/l komanmoir int fal/l wu
BBIKJIFOYMM KoMaHoi shutdown. Axamornyuso otkimounM uaTepdeiic Fal/3.
Taxum obpa3om root-bridge BpemenHo nponaféT U3 BUAUMOCTH JUIS 2 ¥ 3 CBUYCH.
[Toaxmrounm j1oru komaugoi debug spanning-tree events.

[TopTel OyAyT TPOWUHHMIIMAIM3MPOBAHBI TIOBTOPHO M YBUIMM, KaK HW3MEHUTCS

TOITIOJIOTHA:

EF ESW2 — O *

ESW2#debug spanning-tree events

Spanning Tree event debugging is on

ESk2#

*Mar 1 B0:87:88.979: 5TP: VLAN1 we are the spanning tree root

*Mar 1 89:87:089.843: STP: VLAN1 heard root 32768-ccBl.7dlc.B8808 on Fad/l1
*Mar 1 B80:87:89.843: current Root has 32768-ccB2.7d2d.B886

*Mar 1 BG:87:09.843: supersedes 32768-ccB2.7d2d.B600

*Mar 1 B86:87:09.843: 5TP: VLAN] new root is 32768, ccBl.7dlc.8888 on port FaB/1
, cost 38

*Mar 1 B88:87:89.843: 5TP: VLAN]1 sent Topology Change Notice on Fa@/1
*Mar 1 B0:87:89.963: STP: VLAN1 FaB/3 -»> blocking

ESk2#

*Mar 1 80:87:15.129: 5TP: VLAN1 new root port Fa@/3, cost 38

*Mar 1 868:87:15.211: S5TP: VLAN]1 FaB/3 -» listening

ESk2#

*Mar 1 B88:87:38.231: 5TP: VLAN]1 FaB/3 -> learning

ESk2#

*Mar 1 B88:87:45.251: 5TP: VLAN]1 sent Topology Change Notice on Fa@/3
*Mar 1 B8:87:45.255: 5TP: VLAN1 FaB/3 -» forwarding

ESk2#

Puc. 7 — Jloru BTOporo koMMmyTaropa.



EE ESW3 - O *

ESW3#debug spanning-tree events
Spanning Tree event debugging is on

ESk3#

*Mar 1 08:87:87.543: STP: VLAN1 Fa@/2 -» listening

ESW3#

=Mar 1 00:87:88.723: S5TP: VLAN1 heard root 32768-cc@2.7d2d.0088 on Fad/2
*Mar 1 88:87:88.723: current Root has 32768-ccBl.7dlc.BB68

*Mar 1 08:87:88.787: S5TP: VLAN]1 Topology Change rcvd on FaB/2

*Mar 1 08:87:88.787: STP: VLAN1 sent Topology Change Notice on FaB/3
ESW3#

*Mar 1 08:87:18.787: STP: VLAN1 sent Topology Change Notice on FaB/3
ESW3#
*Mar 1 80:87.12.787: STP: VLAN1 sent Topology Change Notice on Fa@/3
ESH3#
*Mar 1 08:87:14.787: STP: VLAN1 sent Topology Change Notice on FaB/3

*Mar 1 08:87:15.479: S5TP: VLAN1 we are the spanning tree root

ESW3#

=Mar 1 00:87:16.831: STP: VLAN1 heard root 32768-ccBl.7d1lc.8888 on Fad/1

*Mar 1 08:87:16.831: current Root has 32768-ccB3.7d3c.0008

*Mar 1 08:87:16.831: supersedes 32768-ccB3.7d3c.00008

*Mar 1 08:87:16.831: S5TP: VLAN]1 new root is 32768, ccBl.7d1c.8888 on port Fa@/l1
, cost 38

*Mar 1 08:87:16.835: STP: VLAN1 sent Topology Change Notice on Fa@/1
*Mar 1 09:87:16.199: STP: VLAN1 Fa@/2 -»> blocking
ESW3#

Puc. 8 — Jloru TpeTbero kommyTaTopa.

EF ESW4 - O X

EShd#debug spanning-tree events
Spanning Tree event debugging is on

ESkid#

*Mar 1 808:87:82.911: S5TP: VLAN1 Fa@/3 -»> listening

ESkid#

*Mar 1 @08:87:89.867: S5TP: VLAN1 Fa@/2 -»> listening

ESkid#

*Mar 1 80:87:11.831: STP: VLAN]1 heard root 32768-ccB3.7d3c.0808 on Fad/2
*Mar 1 08:87:11.831: current Root has 32768-cc@l.7dlc.Begg

*Mar 1 88:87:11.895: 5TP: VLAN1 Topology Change rcvd on FaB/2

*Mar 1 80:87:11.895: 5TP: VLAN1 sent Topology Change MNotice on Fa@/1
ESkid#

*Mar 1 808:87:17.931: STP: VLAN1 Fa@/3 -» learning

ESkid#

*Mar 1 80:87:24.983: 5TP: VLAN1 Fa@/2 -»> learning

ESkids#

*Mar 1 80:87:32.951: 5TP: VLAN1 sent Topology Change MNotice on Fa@/1
*Mar 1 88:87:32.955: 5TP: VLAN]1 Fa@/3 -> forwarding

ESkid#

*Mar 1 88:87:39.923: 5TP: VLAN1 sent Topology Change Notice on Fag/1
*Mar 1 080©:87:39.927: 5TP: VLAN1 Fa@/2 -»> forwarding

*Mar 1 08:87:48.459: 5TP: VLAN1 Topology Change rcvd on FaB/3

*Mar 1 80:87:48.463: 5TP: VLANL sent Topology Change MNotice on Fa@/1
ESkid#

Puc. 9 — Jloru 4eTBépTOrO KOMMYyTaTOpA.




Jluctunr debug spanning-tree eventS o4eHb XOpPOIIO WILTIOCTPHPYET JCHCTBHE
anropuT™MOB npotokoja STP, B ciiyyae n3MeHEHUS TOMOJIOTHU CETH.

[TopThl Ha BTOPOM M YETBEPTOM KOMMYTATOpax CHayaja MEPEHIyT B PEKHUM
npociymmBanus (listening), a mocie B pexum oOydenus (learning) m pexum
nepenaun (forwarding).

[Topr Ha TpeTheM cBUYe mocie pexuma mnpociaymuBanus (listening) cpasy
nepeneT B pexum OnokupoBanus (blocking).

[IpoBepuM TakkKe KaKIAbld KOMMYTATOP.

BB ESW1 - O X
ESHl#show spanning-tree brief

VLANL
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address ccBl.7dlc.Bee8e
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768
Address ccBl.7d1lc.B00ee
Hello Time 2 sec Max Age 280 sec Forward Delay 15 sec
Aging Time 388

Interface Designated

MName Port ID Prioc Cost 5ts Cost Bridge ID Port ID
FastEthernetB/2 128.3 128 19 FuD B 32768 ccBl.7dlc.0888 128.3
ESW1#

Puc. 10 — STP nepBoro kommyTaTopa.



VLANI

ESW3#show spanning-tree

Spanning tree enabled

brief

protocol ieee

Forward Delay 15

Forward Delay 15

Designated

Port ID Prio Cost Sts Cost Bridge ID

Root ID Priority 32768
Address ccBl.7d1lc.B888
Cost 38
Port 2 (FastEthernetB/1)
Hello Time 2 sec Max Age 28 sec
Bridge ID Priority 32768
Address ccB3.7d3c. 8888
Hello Time 2 sec Max Age 28 sec
Aging Time 388
Interface
Mame
FastEthernet@/1 128.2 128 19 FuWD
FastEthernet@/2 128.3 128 19 BLK
FastEthernet@/3 128.4 128 19 FuWD
ESk3#

EE ESW2 - O
ESW2#show spanning-tree brief
VLANL
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address cc@l.7dlc.B8e8e
Cost 38
Port 4 (FastEthernetB/3)
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address ccB?.7d2d.Bees
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 386
Interface Designated
Mame Port ID Prioc Cost S5ts Cost Bridge ID Port ID
FastEthernetB/1 128.2 128 19 FWD 38 32768 ccB2.7d2d.0008 128.2
FastEthernet@/2 128.3 128 19 FWD 38 32768 ccB2.7d2d.0008 128.3
FastEthernet@/3 128.4 128 19 FuD 19 32768 ccb4d.7d4db.0Bes 128.4
ESW2#
Puc. 11 — STP BTOpOro koMmmyTaTopa.
BB ESW3 - O ¥

sec

sec

Port ID

19 32768 ccBd.7ddb.
38 32768 ccB2.7d2d.
38 32768 ccB3.7d3c.

geee 128.3
geee 128.2
geee 128.4

Puc. 12 — STP tpeTthero kommyTaTopa.




EF ESW4 - O e
ESkWAd#show spanning-tree brief o

VLANL
Spanning tree enabled protocol ieee
Root ID Priority 32768

Address ccBl.7dlc. 8680
Cost 19
Port 2 (FastEthernetB/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768
Address ccBd . 7ddb. geee
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 388

Interface Designated

MName Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernetd/1 128.2 128 19 FWD B8 32768 ccBl.7dlc.B088 128.3
FastEthernetd/2 128.3 128 19 FWD 19 32768 ccBd.7ddb.B088 128.3
FastEthernet@/3 128.4 128 19 FuWD 19 32768 ccBd.7ddb.0088 128.4
ESWAH W

Puc. 13 — STP gyeTBépToro kommyraropa.

Kaxk BuaHO, nerenp He 00pa3oBaioch, clieloBaTelibHO, padota STP mpoBeneHa
YCTICIITHO.

Mo maTepuranam aunaomHom paboTsl, LLlepctobutos Nnbsa AnekcaHaposuy,
6akanasp Kadeapbl UTAC MHUNY, rpynna 3BT-17-16, 07.06.2021
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